
Privacy Policy
Last Updated: May 4, 2025

Welcome to Brume Wallet ("we," "us," or "our"). Your privacy is important to us. This Privacy Policy explains how we collect, use, store, and protect information when
you use our cryptocurrency wallet application (the "Wallet"). The Wallet is designed to prioritize your privacy by collecting minimal data and enabling secure,
decentralized interactions with blockchain networks.

1. Information We Collect

We collect only the following information:

Network Data: When you use the Wallet, we collect basic network information, such as your IP address, in our security logs. This data is used solely to protect
the Wallet and our systems from security threats, such as malicious activity or unauthorized access attempts.

We do not collect personal information such as your name, email address, phone number, or any other identifying details. We also do not collect or store your private
keys, seed phrases, wallet addresses, transaction details, or any data related to your blockchain activities.

2. How We Use Your Information

The network data we collect (e.g., IP addresses) is used exclusively for:

Security Purposes: To monitor, detect, and prevent potential security incidents, such as cyberattacks or abuse of our systems.
Service Improvement: To analyze aggregated, anonymized network data to enhance the performance, reliability, and security of the Wallet.

We do not use your data for marketing, advertising, or any purpose unrelated to the operation and security of the Wallet.

3. Blockchain Interactions

The Wallet enables you to interact with blockchain networks by sending transactions or data to public nodes. These interactions occur directly between your device
and the blockchain network via public nodes, which are operated by third parties. We do not control, store, or process any data you send to the blockchain, including
transaction details, wallet addresses, or other blockchain-related information. Blockchain transactions are inherently public and stored on the blockchain, which is
outside our control. Please be aware that data sent to the blockchain may be visible to others and cannot be deleted.

4. Data Sharing and Disclosure

We do not share, sell, or disclose your network data to third parties, except in the following limited circumstances:

Legal Obligations: If required by law, regulation, or a valid legal process (e.g., a court order), we may disclose network data to comply with such obligations.
Service Providers: We may engage trusted third-party service providers to assist with security monitoring or infrastructure maintenance. These providers are
bound by strict confidentiality agreements and are only permitted to process data on our behalf and in accordance with this Privacy Policy.
Business Transfers: In the event of a merger, acquisition, or sale of our assets, network data may be transferred to the acquiring entity, subject to the same
privacy protections outlined in this policy.

5. Data Storage and Security

We store network data (e.g., IP addresses) in our security logs for a limited period necessary to achieve the purposes outlined in this policy, typically as required by
law. We implement industry-standard security measures to protect your data, including encryption, access controls, and regular security audits. However, no system is
completely secure, and we cannot guarantee absolute security of your data.

6. Your Choices and Responsibilities

Private Keys and Seed Phrases: You are solely responsible for securely storing and managing your private keys, seed phrases, and other sensitive information
associated with your Wallet. We do not have access to or control over this information.
Blockchain Data: Be cautious when interacting with blockchain networks, as transactions and associated data are permanent and publicly visible on the
blockchain.

7. International Users

The Wallet is accessible globally. If you are located outside the United States, please note that your network data may be processed and stored in the United States or
other jurisdictions where our servers are located. By using the Wallet, you consent to the transfer of your data to these jurisdictions, which may have different data
protection laws than your country.

8. Children’s Privacy

The Wallet is not intended for use by individuals under the age of 13 (or the applicable age of majority in your jurisdiction). We do not knowingly collect information
from children. If we become aware that a child has provided us with data, we will take steps to delete it.

9. Changes to This Privacy Policy

We may update this Privacy Policy from time to time to reflect changes in our practices or legal requirements. We will notify you of material changes by posting the
updated policy in the Wallet with the "Last Updated" date. Your continued use of the Wallet after such changes constitutes your acceptance of the updated policy.



10. Contact Us

If you have questions or concerns about this Privacy Policy or our data practices, please contact us at wallet@brume.money.
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